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Boris Orbach
Background
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• Creating and implementing cyber 

security strategies and programs

• Managing cyber security governance, 

risk and compliance

• Expertise in security frameworks 

(NIST, CIS, OWASP)

• Leading security certifications 

(TISAX, ISO 27xxx, PCI DSS, 

SOC½)

• Performing technical audits, pentests 

and hands-on operations

• 2019-today – CISO

• 2017-2019 – Information Security 

Architect / vCISO

• 2015-2017 – IT Security Project 

Manager / Team Leader

• 2010-2015 – IT Risk Consultant / IT 

Auditor / IT Security Consultant

• 2006-2010 – NOC Analyst / 

Undergraduate Teaching Assistant / 

System Administrator

• (ISC)2 CISSP, CCSP

• ISACA CISA, CDPSE, CSX-P

• M.Sc. Cybersecurity (in process)
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Overview
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Gebauer & Griller Automotive Industry Cybersecurity Requirements

One of the energy and data 

transmission leaders for the 

automotive and industrial 

sectors.

Integration of advanced 

technologies creates new 

security vulnerabilities.

Security compliance comes to 

protect against evolving threats.

Growing regulatory demands: 

NIS 2, UNECE WP.29, TISAX, 

ISO/SAE 21434, etc.

OEMs impose standards for 

supply chain protection.

Regulations Challenges

Unique challenge to manage 

multiple overlapping regulations 

and customer-specific demands.

● PUBLIC



Cyber Security in Manufacturing

• Most important causes of security incidents in 

manufacturing systems:

– Outdated Systems and Software / Unpatched Vulnerabilities

– Supply Chain Vulnerabilities / Insecure Remote Access

– Inadequate Employee Training and Awareness

– Insufficient Network Segmentation

– Weak Authentication Mechanisms

– Unmanaged and unsecured devices (“Shadow OT”)

– Misconfigured Systems and Devices

49%
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Email
compromise

Ransomware Unauthorised
access

Insider threat Web app
compromise

Top 5 Cyber Threats (Kroll 2023-2024)

Threats
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Cyber Security Market

• Significant growth in cybersecurity in recent years:

– Rising adoption of digital technologies and digital 

transformation across industries

– Increasing frequency, sophistication, and impact of 

materialised cyber threats:

– 2022 – Toyota (automotive manufacturer) $300M

– 2023 – Yanfeng (automotive parts) $300M

– Multiple technologies require complex cyber security 

measures for protection

– Growth in security solutions to counter increasing 

sophisticated cyberattacks
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Cyber Security Regulations Challenges

6

• Complexity of compliance requirements:

– Overlapping security regulations

– Customer-specific demands

• Resource intensiveness:

– Financial costs

– Human resources

– Operational disruptions

• Risk of non-compliance:

– Legal and financial repercussions

– Damage to reputation and loss of customer trust
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Core Framework
What to choose?
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NIST CSF 2.0 (6->107) ISO/IEC 27002:2022 (4->93) TISAX (9->79) 

Govern

Identify

Protect

etc.

Organizational controls

People controls

Physical controls

Technological controls

IS Policies and Organization

Human Resources

Physical Security

etc.

PCI DSS (6/12->259)

Secure Network and Systems

Data Protection

Vulnerability Management

etc.
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Practical Approach
Key Components

• Core structure:

– NIST CSF Core Functions –> GG Security Functions

– NIST CSF Core Categories –> GG Security Domains

– NIST CSF Core Subcategories –> GG Security Topics

• Compliance mapping

• Security risks

• Ongoing activities

• Security controls
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Practical Approach
Key Components
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• Core structure

• Compliance mapping:

– TISAX 6.0.1

– NIS 2

– NIST CSF 2.0

– OEM A

– etc.

• Security risks

• Ongoing activities

• Security controls
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Practical Approach
Key Components
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• Core structure

• Compliance mapping

• Security risks:

– Risk details

– Possible impact

– Risk owner

– Inherited/residual risk levels

– etc.

• Ongoing activities

• Security controls
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Practical Approach
Key Components
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• Core structure

• Compliance mapping

• Security risks

• Ongoing activities:

– Maturity level

– Topic responsibility

– Supporting technology

– Policies and procedures

– etc.

• Security controls
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Practical Approach
Key Components
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• Core structure

• Compliance mapping

• Security risks

• Ongoing activities

• Security controls:

– Definition, implementation 

responsibility, current status

– Reference to compliance and 

contractual requirements

– etc.
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Practical Approach
Key Components
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• Security awareness training:

– Onboarding/annual training that 

covers all security requirements

– Complementary training for specific 

groups

– Monthly newsletter referring to 

“international days”

– Monthly complimentary video 

training

– Phishing exercises for all employees 

and specific groups
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Benefits

• Improved stakeholder trust:

– Demonstrating a solid commitment to security compliance 

builds trust with customers, partners, and regulatory bodies

– Creating a competitive advantage over other suppliers

• Enhanced security posture:

– Full visibility of all regulatory and customer-specific 

requirements

– Comprehensive approach to security

– Improved risk mitigation

• Scalability and flexibility:

– Easier to adapt to new requirements without overhauling the 

entire compliance process

• Operational efficiency:

– Reduced duplicated efforts and simplified workflows

– Freed up resources allow to focus on proactive security 

initiatives

• Cost savings:

– Lower costs associated with separate compliance systems
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Questions?
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Thank you!

gg-group.com

Gebauer & Griller Kabelwerke Gesellschaft m.b.H.

Muthgasse 36 | 1190 Wien | Austria
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